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THE NEXT GENERATION

e e e =

OF SECURITY

KABAM Robotics' Security FM Robots
and Smart+ Work Management System

' Introduction

The field of safety and security is undergoing
a transformative revolution, due to the integration
of robots into various aspects of security
management. These technological marvels
have proven invaluable in enhancing safety
measures, from patrol monitoring to intrusion

detection and facility protection.

Elevate your operational output while
optimising staffing needs through our advanced

autonomous robots. Our cutting-edge robotic

B ABUASETT

@ KABAM Robotics, Singapore

connectivity technologies redefine performance
standards, offering unmatched reliability
in detection and unparalleled efficiency in
reporting.

In this article, we explore the pivotal role of
KABAM’s robots in these domains and delve
into breakthrough technologies that are shaping
the future of security. KABAM's advanced
autonomous robots are at the forefront of this
revolution, allowing organisations to optimise
their security operations. These state-of-the-art

machines set new benchmarks for reliability in

detection and efficiency in reporting, enabling
security teams to respond swiftly and effectively

to threats.

Furthermore, our solutions seamlessly
integrate into the next generation of security
systems, facilitating a shift from reactive security
measures to proactive detection and prevention
strategies. With KABAM's robots, you can stay
ahead of potential security risks and ensure
a safer environment for your assets and

personnel.

KABAM's security robots are a paramount
addition to bolstering business operations.
These cutting-edge solutions not only fortify
security measures but also mitigate risks
related to theft, vandalism, and unauthorized
access. Their round-the-clock, tireless operation
guarantees unwavering vigilance and rapid
responses to security incidents, making them an

invaluable asset to any organization.

' Problem Statement

The changing landscape in today's world
presents new and unique challenges for
businesses. One significant challenge is
the tightening labour markets observed
across developed nations, compelling
businesses to seek ways to achieve more with
limited resources. Industries such as EFM
Services (security, surveillance, and facilities
management), Lifestyle Services (leisure,
retail, and hospitality), and Environmental
Services (waste management and cleaning) are

particularly affected by this trend.

These sectors traditionally rely heavily on

physical labour and often involve demanding
work environments. However, the availability of
qualified personnel for these roles is increasingly
scarce, posing a threat to the backbone of the
economy. To ensure the continued success
and growth of service-based businesses,
there is a pressing need to explore alternative
methods to complement traditional security
measures, providing businesses with enhanced
surveillance, threat detection, and incident
response capabilities.

Some of the industry problems that KABAM'’s
robots aim to address include:

e Human Limitations: Service staff have
limitations in terms of coverage area and
endurance. Robots can tirelessly patrol
designated routes, ensuring round-the-
clock monitoring, providing a constant and

vigilant presence.

e Scalability and Cost-Effectiveness: As
the size of operations grows, it becomes
challenging to scale the workforce
proportionately. Robots offer scalability
and cost-effectiveness by providing
additional capabilities without the need for
significant increases in human personnel.
Service robots can perform tasks efficiently
and consistently, reducing the need for
additional human staff in certain areas.
Moreover, by leveraging connectivity,
businesses can monitor and optimize
robot performance, schedule maintenance

proactively, and minimize downtime.

e Improved Operational Efficiency: KABAM'’s
robots can streamline business operations
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by automating repetitive and time-
consuming tasks. This frees up human
personnel to focus on more complex
tasks, such as responding to incidents and

handling emergencies.

e Data Collection and Analysis: Robots collect
vast amounts of data through sensors and
cameras. This data can be used to analyze
patterns, trends, and anomalies, helping

businesses make informed decisions about
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security measures and resource allocation.

At KABAM Robotics, we believe service
robots will free humans to pursue greater
purpose. We are driven by our passion to
empower the service workforce with technology.
Through our cutting-edge robotic connectivity
technologies, and extensive commercial
deployments, we enable smart cities and create
a world of seamless connectivity for robots.
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Co-Lab, Indoor Security and
Facilities Management Robot

Co-Lab is an indoor robot with surveillance,
data collection & advanced video analytics

capabilities.

It navigates autonomously & safely around
its environment via its extensive sensors array.
Providing up to 8 hours of run-time with just
2 hours of charging & public announcements
features, Co-Lab is designed to provide 24/7

safety & surveillance.

Equipped with lift integration, smart
access-doors integration & site-maps

sharing capabilities allows Co-Lab to travel

autonomously & access various floors in a
building. Featuring a 2-metre telescopic camera
positioned on an extendable boom arm gives
Co-Lab a complete 360-degree visibility of its
surroundings, capturing an extensive amount
of information for comprehensive surveillance
& analytics. In addition, its interactive screen
allows users to access various directories &

concierge functions.

Co-Lab is deployed in numerous high-profile
locations both within Singapore and overseas.
These venues include iconic sites such as the
Singapore Flyer, Singapore Chinese Cultural
Centre, Taoyuan International Airport, Taipei
Songshan Airport, Australia, Hong Kong and the

United States of America.

HALO (OUTDOOR SECURITY FM ROBOT)

. SECURITY &
Modular Design SURVEILLANCE, FACILITY
For Easy Add-On INSPECTION

Options

AUTOMATED
DISTURBANCE
RESPONSES

FRONT VIEW

Halo, Outdoor Security and
Facilities Management Robot

Experience the future of security and
surveillance with Halo, the ultimate choice for

outdoor security inspection.

Autonomous
PA SYSTEM/ Navigation with ¢
FCC ALERT Obstacle Detection

IP55 RATED

AUTONOMOUS
DOCKING & WIRELESS  SIDE VIEW
CHARGING

Halo operates seamlessly with its
comprehensive sensor array for precise
navigation and optimal performance. With a
robust all-terrain drive system, Halo effortlessly

traverse through rugged and uneven
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landscapes, showcasing remarkable adaptability
and resilience. Halo's weather-resistant shell
guarantees uninterrupted operation in various
weather conditions, including rain, wind, and

high temperatures.

Featuring a complete 360-degree field of
view, Halo captures extensive information for
comprehensive surveillance and sophisticated
analytics. Equipped with sirens and strobe
lights, Halo creates heightened visibility and a

commanding surveillance presence.

Halo is deployed in numerous high-profile
locations both within Singapore and overseas.
These venues include iconic sites such as The
Fullerton Hotel Singapore, Drakes Supermarket
Warehouse in Adelaide, Australia and the United

States of America.

' Proprietary Software - Smart+

To further enhance our robots’ capabilities,
KABAM has developed a state-of-the-art user
interface, Smart+, a proprietary remote robot
work management and operations platform
currently supported on Google Chrome browser
on Windows/MacOS/Linux/Android OS-based
devices. It is also installable as an app on both
iOS and Android OS-based devices.

Now, we will explore the multifaceted
capabilities of Smart+ and how it streamlines
operations, enhances communication, and

brings efficiency to business operations.
1. Interoperability at Its Core

Smart+ thrives on connecting diverse systems

BB LA

and technologies, fostering a collaborative

ecosystem. This includes a seamless integration
with:

e Video Management System (VMS):
Enabling comprehensive video surveillance

and analysis.

e Work Management System (WMS): Helps
organizations efficiently plan, track, and
manage tasks, assignments, and projects
to optimize productivity and resource

allocation.

Example: If the security robot encounters
a situation it cannot handle autonomously, it
can send an alert to the WMS, which can then

dispatch human security officers to the location.

e Building Management System (BMS): The
BMS serves as a central control system for
managing various building functions such
as HVAC, lighting, access control, and

alarms.

Example: When the security robot detects a
security issue, it can immediately notify the BMS,
which can then trigger appropriate responses,
such as sounding alarms, locking doors, or

notifying security personnel.

e Fire Command System: Enhancing fire

safety and emergency response.

e Internet of Things (IoT) Sensors: loT
sensors are strategically placed throughout
a facility/building to monitor various
environmental and security parameters.
These sensors can include motion
detectors, cameras, temperature sensors,
access control systems, and more. Based
on the data received from loT sensors, the
security robot can make informed decisions

and take actions.

Example: In response to a temperature sensor
indicating a fire hazard, the robot can alert the
appropriate personnel or take predefined actions

like triggering fire suppression systems.

e Lift Integration: KABAM'’s robots are
integrated with the following lift brands,
namely, KONE, OTIS, Mitsubishi, Fujitec,
Hitachi and Schindler.

Smart+ is also device agnostic, allowing
it to be easily integrated into a wide range of
robotic systems. Robots from various brands
can incorporate Smart+ technology, fostering
a collaborative environment where robots
can communicate and coordinate effectively.
This allows businesses to easily control and
monitor their fleet of robots from one centralised

platform.

Let's delve into the benefits of Smart+ as a

device-agnostic platform:

Enhanced Accessibility: This capability

reduces the obstacles faced by businesses and
individuals in adopting robotic solutions, enabling
businesses to seamlessly on-board and connect
a variety of devices from different manufacturers
without the need to invest in a single brand

ecosystem.

Cost-Effectiveness: Traditionally, integrating
robots into a workflow or environment required
substantial investments in compatible hardware
and software. Smart+ eliminates much of this
expenditure, making automation more cost-

effective for a wider range of applications.

Scalability: Designed to work seamlessly
across a wide range of devices, regardless of
their make, model, or operating system, Smart+
allows businesses to quickly deploy in various
scenarios, reducing downtime and increasing

operational efficiency.
2. Consolidated Robots Fleet Monitoring

One of Smart+ standout features is its ability
to provide real-time fleet monitoring. Users
can gain insights into what robots are currently
engaged in, their mission status, completion
rates, and generate comprehensive reports
for informed decision-making. This real-time
monitoring ensures that robot fleets operate

efficiently and productively.

Efficient fleet management is at the heart of
Smart+. Users can schedule missions, assign
tasks, and monitor the status of all robots in real-
time. This centralisation streamlines operations

and optimizes resource allocation.
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3. Remote Error Resolution through Smart+

Ticketing System

Incorporating a ticketing system, errors and
issues can be remotely resolved in a timely
manner. This proactive approach minimizes

downtime and ensures optimal performance.

Equipped with a storage 2 t
compartment, Co-Lab is able to
deliver toiletries to hotel guests.

F ing the
of each delivery, Co-Lab will notify the
command centre by sending a report.

With the aid of its sensors and
advanced video analytics capabilities,
Co-Lab effectively scans and
perceives the environment.

Upon detecting an unattended
item, Co-Lab promptly generates an
alert to notify the command centre.

This alert includes an image of the
item and details regarding the
unattended item's location.

Integration to Existing Back-
end Systems

The above visual shows an ecosystem
through the integration of CCTVs, security
robots and building infrastructure proposed by
KABAM Robotics in a hotel setting. The entire
ecosystem is driven by the integration of artificial
intelligence and KABAM'’s robots with the
building’s infrastructure. Smart+ serves as the
central hub that orchestrates the integration of

backend systems and building infrastructure.

B ABUASETT

Smart+ is reshaping the way we manage
buildings, robotics, and smart technologies.
This revolutionary solution promises enhanced
efficiency, improved communication, and a
more intelligent and interconnected future for

businesses and industries worldwide.

FULL INTEGRATION TO YOUR BACKEND PLATFORM

When a faulty light is detected,

]
= .. Co-Lab can send an alert to the
& =
! ! = command centre.

This alert can include relevant

ion, such as the of
the faulty light and the type of fault
detected.

Outdoor Security Robot, Halo,
detects a vehicle flouting the no
waiting rule.

It scans the vehicle's license plate
and sends an alert to the command
centre for further actions.

Use-case 1: Equipped with a storage
compartment, Co-Lab is able to deliver toiletries
to hotel guests. Following the successful
completion of each delivery, Co-Lab will notify

the command centre by sending a report.

Use-case 2: When a faulty light is detected,
Co-Lab can send an alert to the command
centre. This alert can include relevant
information, such as the location of the faulty

light and the type of fault detected.

Use-case 3: With the aid of its sensors and
advanced video analytics capabilities, Co-Lab
effectively scans and perceives the environment.
Upon detecting an unattended item, Co-
Lab promptly generates an alert to notify the
command centre. This alert includes an image
of the item and details regarding the unattended

item's location.

Use-case 4: Outdoor Security Robot, Halo,
detects a vehicle flouting the no waiting rule. It
scans the vehicle’s license plate and sends an

alert to the command centre for further actions.

Use-cases

We will now delve into the application
scenarios of KABAM's robots, encompassing
a wide range of settings such as hotels,
shopping malls, industrial facilities, and various
other environments. Please be advised that
the examples provided herein are a mere
subset of potential use-cases, and the scope
of possibilities extends well beyond these

examples.

Hospitality Use-cases

Guest Assistance: KABAM’s robots are
equipped with storage compartments and have
the capability to perform basic tasks, such as

delivering amenities to guests.

Example: When a guest requests an amenity
or food service, the hotel’s POS System
processes the request and generates a ticket.

Smart+ then assigns tasks to Co-Lab, which

deliver the requested items to a specific hotel

room.

Concierge Capabilities: KABAM’s robots are
able to assist guests and customers in various

hospitality and service-oriented settings.

Example: Upon check-in, guests can engage
with Co-Lab through its touchscreen interface to
receive information about hotel facilities, dining
options, local attractions, and hotel’'s event
schedules. Co-Lab can also provide directions,
make reservations at the hotel's restaurants, and
provide personalized suggestions aligned with

the individual preferences of each guest.

Patrolling and Surveillance: Co-Lab and Halo
can patrol the premises, including corridors,
parking lots, and common areas. Equipped with
cameras and sensors, it can detect any unusual
activity, security breaches, or safety hazards.
The robot can provide real-time video feeds to
the security team, enabling them to respond

quickly to any issues.

Example: Halo identifies a vehicle violating the
no-waiting rule. It broadcasts a message saying,
"Please do not wait here" as it simultaneously
scans the vehicle's license plate and forwards
the information to the command centre for any

required follow-up actions.

Facilities Management Inspections: Co-
Lab and Halo possess the capability to identify
irregularities and maintenance issues both
within hotels, restaurants premise and in its

surroundings. This proactive approach plays a
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vital role in upholding the quality of the guest

experience.

Example: While patrolling along the hotel's
corridors, Co-Lab identifies a malfunctioning
light. It promptly transmits a notification to the
command centre, furnishing details such as
the nature of the detected fault and the precise

location of the issue.

Detection of Unattended Obijects: Equipped
with advanced sensors and cameras, these
robots are capable of continuously scanning
their surroundings. When they detect an
unattended object left for an extended period,
they can promptly alert human staff or security
personnel. This proactive approach ensures the
safety of guests, offering them peace of mind

during their stay.

Detection of Food Tray/ Room Service: During
its routine patrol, Co-Lab diligently surveys its
surroundings. When it detects an unattended
tray left outside a guest's room, indicating the
completion of an in-room dining experience,
the robot promptly transmits a real-time alert to
the hotel staff or housekeeping team, informing

them of the tray's whereabouts and condition.

This proactive attentiveness not only upholds
the hotel's cleanliness standards but also
reduces the risk of obstructions or tripping

hazards for guests.

Escort Mode: Indoor security robot, Co-Lab

can efficiently guide guests to their rooms in a

B ABUASETT

hotel by utilizing advanced navigation systems

and interactive interfaces.

Example: When a guest arrives at the hotel
lobby, they can approach the robot and input
their room number or scan their key card. The
robot will then use its sensors and mapping
technology to lead the guest to the correct
floor and room, making the check-in process
more convenient and enhancing overall guest

experience.

Wi-Fi Scanning: Co-Lab and Halo can be
programmed to perform Wi-Fi scanning tasks
to assess and monitor the quality of wireless

network signals within a given environment.

It then generates reports summarizing the
WiFi scanning results and provides actionable
insights for network administrators. The reports
may include information about coverage areas

and signal quality.

The inclusion of Smart+ into a business’s
workflow enables streamlined operations
even with the same level of manpower. This
automation reduces the burden on staff, allowing
them to focus on delivering personalized guest

experiences and handle more complex tasks.

Commercial Buildings Use-cases

Detection of Unattended Objects: This
feature identifies and alerts security personnel
when objects are left unattended for a certain

period, potentially indicating a security threat or

suspicious activity.

Detection of Overflowing Bin: Upon detection
of an overflowing bin, Co-Lab and Halo can
immediately alert cleaning personnel or facility
managers, who can then take appropriate

action.

Patrolling and Surveillance: Security robots
possess the capability to independently patrol
assigned zones, adhering to pre-established
routes or adjusting their path in real-time.
Equipped with advanced camera arrays and
video analytics functionalities, Co-Lab and Halo
offer comprehensive surveillance capabilities,
complemented by their ability to assist staff with

more intricate tasks.

Example: When presented with a photograph
of a missing individual, Co-Lab and Halo can
initiate a patrol to locate the person. Upon
successfully identifying a match, these robots
promptly notify the central command centre,

enabling swift human personnel follow-up.

lllegal Parking for Vehicles: Security robots
are equipped with advanced sensors and Al
capabilities that can efficiently detect illegal
parking of vehicles. By analyzing real-time
camera feeds and monitoring designated
parking areas, these robots can identify vehicles
that are parked in restricted zones, on sidewalks,
or in fire lanes. When a violation is detected, the
robot can alert parking enforcement personnel

or issue automated warnings or tickets, helping

to maintain order in parking areas and improve

traffic flow.

People Loitering after Mall Hours: With their
advanced sensors and surveillance capabilities,
Co-Lab and Halo can identify instances of
people loitering in shopping malls beyond
regular operating hours. Once detected, these
robots can promptly issue warnings or alerts
to security personnel or broadcast audio
messages, requesting individuals to vacate the

premises immediately.

Obstruction of Fire Escape Route: While on
patrol, the security robots vigilantly oversee fire
exits for any obstructions obstructing their path.
When an obstruction is detected, the robot can
send real-time alerts to building management or
security personnel, enabling swift action to clear
the exit and ensure the safety of occupants in

case of an emergency.

Tenant’'s Adherence to Mall Hours: Through
integrated scheduling systems and sensors,
security robots can monitor tenant areas to
confirm compliance with opening and closing
times. If any deviations are detected, the
robots can issue notifications or alerts to both
mall management and the respective tenants,
encouraging timely adherence to mall operating
hours and helping maintain a consistent and

organized shopping experience for customers.

Encroachment of Public Spaces: Equipped

with surveillance cameras, robots can
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continuously monitor public spaces. If any
encroachment is detected, the cameras can
capture evidence, providing documentation for
authorities or property owners for necessary

follow-up.

Industrial Use-cases

Detection of People in Prohibited Areas: Co-
Lab and Halo are programmed to identify and
detect unauthorized individuals in prohibited
areas. This is achieved through a combination
of sensors, including thermal imaging, motion
detectors, and facial recognition technology.
They patrol designated areas around the
clock, ensuring uninterrupted surveillance and

immediate response to any security breaches.

Upon detecting an intruder, the robots can
send real-time alerts to security personnel or
automated systems. They may also be equipped
with non-lethal deterrents, such as sirens or

flashing lights, to deter trespassers.

llegal Dumping: In warehouse and factories
environments, the presence of abandoned carton
boxes and pallets are frequent occurrences,
posing potential safety and fire risks. Co-Lab
and Halo identifies these discarded items and
promptly notifies the central command centre for

swift disposal.

Patrolling and Surveillance: With their
advanced sensors and cameras, security robots
autonomously navigate complex industrial
environments, ensuring comprehensive

coverage.

B ABUASETT

Detection of Fire/Smoke: Fitted with
specialised sensors like smoke and thermal
detectors, these robots have the capability to
identify the presence of smoke or an increase
in temperature, which may signal a fire.
Subsequently, they can swiftly notify either on-
site or remote security personnel, facilitating a
rapid response. Their ability to provide real-time
data contributes to enhanced safety protocols

and the protection of valuable industrial assets.

Obstruction of Fire Escape Route: While on
patrol, the security robots vigilantly oversee fire
exits for any obstructions obstructing their path.
When an obstruction is detected, the robot can
send real-time alerts to building management or
security personnel, enabling swift action to clear
the exit and ensure the safety of occupants in

case of an emergency.

Detection of Broken/Jeopardized Fence:
While patrolling the perimeter, security robots
can identify broken or jeopardized fences which
may signal a security breach. In such instances,
they can swiftly send alerts to security personnel
or the central command centre, initiating the

required follow-up actions.

Vendor Management: Registration: Security
robots can be equipped with a registration
system that allows vendors or contractors to
check-in before performing any after-hours
maintenance or repair work. The registration
process helps ensure that only qualified
contractors are allowed to work on the

company's premise.

Once registered, the security robot can escort
the vendor or contractor to the designated work
area. During the course of maintenance or
repair operations, the security robot can record
relevant information such as the start and end
time of the task; details of the work performed;
and any observations or incidents that occur

during the process.

It can also generate a comprehensive report
summarizing the details of the task which
can serve as a documentation for invoicing,
performance evaluation and maintenance

records.

Visitor Management: Upon arrival, visitors
approach a designated area where the robot is
stationed. The robot is equipped with sensors,
cameras and a user interface to facilitate the
entire process. The robot displays a registration
form on its touchscreen and prompts the visitor

to provide necessary information for registration.

The robot verifies the visitor's identity
using different methods, such as scanning
a government-issued ID; capturing a photo;
or using biometric authentication (e.g., facial
recognition). The information is then cross-
checked with existing visitor databases for

security purposes.

After the visitor's identity is verified, the robot
generates a visitor badge. It can be printed
using an integrated printer or dispenses a pre-
printed badge where visitors can retrieve from

the robots' storage compartment.

. Conclusion

The pivotal role of KABAM’s robots and its
breakthrough technologies are shaping the
future of security. KABAM'’s robots are equipped
with advanced sensors, cameras, and Al
technology that enable real-time data collection
and analysis. This data can be leveraged to
improve decision-making processes, enhance
situational awareness, and streamline security

protocols.

Integrating security robots into a company's
operational workflow enhances cost-efficiency
and sets new benchmarks for reliability in
detection and efficiency in reporting. As
technology continues to advance, the integration
of security robots into business operations
represents a forward-thinking approach to
safeguarding assets and ensuring business

continuity in an ever-evolving security landscape.

As we journey into the future of security,
KABAM remains committed to providing
innovative robotic solutions that redefine the
landscape of safety and protection. Our robots
are not just tools; they are the embodiment of
cutting-edge technology, ushering in a new era
where security is proactive, efficient, and more

effective than ever before.
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[1] B /38 : Kudan 3D-Lidar SLAM,

https://www.kudan.io/blog/3d-lidar-slam-working-with-a-limited-

fov/

[2] B K38 : Introduction to Visual SLAM,

https://medium.com/@dcasadoherraez/introduction-to-visual-
slam-chapter-1-introduction-to-slam-a0211654bfOe

[3] B A2 : Intel B ERSEIHER A TTIHEAZEHE

https://www.intel.com.tw/content/www/tw/zh/robotics/
autonomous-mobile-robots/overview.html

[4] B/ 3EI8 : AEVA Aeries Il (FMCW lidar) demonstration.
https://www.youtube.com/watch?v=fv8griUauaw

[5] B K38 : B.K. Patle, Ganesh Babu L, Anish Pandey, D.R.K.
Parhi, A. Jagadeesh , “Areview: On path planning strategies

for navigation of mobile robot” , Defence Technology, Volume
15, Issue 4, Aug 2019, pages 582-606, ScienceDirect.
[6] ICON &

PMS: https://www.pngkey.com/detail/u2w7u2r5r5y3i1w7_
property-management-system-hotel-distribution-channels/
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voice-assistant-image288831511

Luggage Storage:
https://www.pngegg.com/en/png-kppbp/download
Lift Control:
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